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users' trust in social media platforms, as well as the moderating effects of age, gender, educational
attainment, and internet proficiency on information sharing. The study collected data from 837

Available online: August 16, 2023 social media users in Jordan and analyzed them using structural equation modeling (SEM), con-
Keywords: firmatory factor analysis (CFA), and machine learning (ML) methods. The findings of the study
Trust indicate that perceived security, perceived privacy, and user awareness all have a significant im-
Privacy pact on users' trust in social media platforms. Trust, in turn, has a significant impact on the amount
Security of information shared on these platforms. Also, the findings of this study provide valuable insights
Awareness into the dynamics of information sharing on social networks. This knowledge will be of interest
Information Sharing to managers, policymakers, and developers of social media platforms. In addition, the findings of

Social Networks the study also have implications for the privacy and security of social media users. For example,

social media users can be more careful about the information they share on social media platforms,
and they can take steps to protect their privacy.

© 2023 by the authors; licensee Growing Science, Canada.

1. Introduction

Social media networks, as articulated by Koohang et al. (2021), are web-based platforms that both individuals and businesses
utilize to generate, exchange, and circulate information in various formats for communication, acquiring, and spreading news.
They encompass platforms like Facebook, Instagram, Twitter, Snapchat, Pinterest, LinkedIn, Tumblr, Reddit, Vine, Flickr,
Snapchat, and TikTok, among others. Users share a wide spectrum of information on these platforms, from personal details
to opinions on political, economic, social, cultural, and environmental matters, in several languages such as English, French,
Russian, Chinese, and Arabic. While the inaugural purpose of social media platforms was to facilitate interaction among
campus students, they have since evolved, and their political influence is increasingly palpable. With this evolution comes an
abundance of information that can serve myriad purposes. Users often disclose substantial information that could be used for
various prospects, which led to the instigation of this research to study the motives driving information sharing on these
platforms (Koohang et al., 2021). This study brings several benefits, such as enlightening policymakers of social networks on
the need for clear privacy options for users. Moreover, it will prove valuable to developers of social networks, researchers,
and users. The uniqueness of this research lies in its comprehensive examination of all four factors (security, privacy, user
awareness, and trust) and their moderating variables within the Arabic culture. This will be beneficial to users, researchers,
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policymakers, as well as legislators (Koohang et al., 2021; Gupta & Dhami, 2015; Magableh et al., 2021). Security and privacy
concerns have been serious issues in the realm of social media networks. Incidents like the Facebook data breach in 2018
(Ingram et al., 2018) highlight the risks associated with the extensive sharing of personal data on these platforms (Jeong &
Kim, 2017). Therefore, these issues were given substantial consideration in this research.

The aim of this research is to examine the various factors that influence information sharing on social media networks, par-
ticularly security, privacy, user awareness, and trust. Despite previous research efforts, none have investigated all these four
factors in one study (Gupta & Dhami, 2015; Magableh et al., 2021; Kumar et al., 2018; Paramarta et al., 2018; Gibson &
Trnka, 2020; Shin, 2010; Lin & Liu, 2012; Majerczak & Strzelecki, 2022; Kim et al., 2023; Lin et al., 2019; Hou & Kankham,
2022). Consequently, the significance of this research is manifold; it covers all factors influencing information sharing on
social media networks within the context of Arabic culture and uses moderators like age, gender, education level, and internet
experience. The research poses two main questions:

Ql: What are the factors that influence users' trust in sharing personal information on social media networks?
Q2: What is the influence of security, privacy, awareness, and trust on sharing information on social media networks?

The significance of this research is shown in many aspects: first, this research covered all factors of privacy, security, trust
user awareness influencing information sharing in social media networks which no other study did cover. Further, this study
was conducted within Arabic culture and used moderators like age, gender, educational level, and internet experience.

2. Literature review

Different studies researched information sharing on social networks shown in Table 1. Information sharing included personal
information that included name, location (Ruan et al., 2021), job, preferences, personal pictures, videos, ideas, and opinions.
The studies research different factors that influence information sharing security (Koohang et al., 2021; Gupta & Dhami,
2015; Magqableh et al., 2021; Shin, 2010); trust (Koohang et al., 2021; Gupta & Dhami, 2015; Maqableh et al., 2021; Kumar
etal., 2018 ; Paramarta et al., 2018; Gibson & Trnka, 2020; Shin, 2010; Lin & Liu, 2012; Majerczak & Strzelecki, 2022; Hou
& Kankham, 2022); user awareness (Hou & Kankham, 2022; Paramarta et al., 2018); and privacy concern (Koohang et al.,
2021; Gupta & Dhami, 2015; Magqableh et al., 2021; Kumar et al., 2018; Paramarta et al., 2018; Shin, 2010; Lin & Liu, 2012;
Rawajbeh et al., 2023). One study took the psychological point of view like Self-connection, Self-efficacy, social connection,
and Empathy. Other studies included Media Credibility, Social Ties (Majerczak & Strzelecki, 2022).

Table 1
Studies pertain to security, trust, privacy, user awareness, and information sharing in social media networks
Research Focus on
Gupta & Dhami, (2015) security, trust, and privacy in information sharing
Magableh et al., (2021) perceived privacy, perceived security, and trust in Facebook addiction
Kumar et al., (2018) Trust and privacy in behavioral intention
Paramarta et al., (2018) User Awareness, Trust, and Privacy in information sharing in Facebook, Twitter, and Instagram
Koohang et al., (2021) privacy concerns, security concerns, trust, and awareness
Gibson & Trnka, (2020) Trust
Shin, (2010) trust, security, and Privacy on Adoption
Lin & Liu, (2012) Trust and privacy concerns comparing Facebook with Myspace
Majerczak & Strzelecki, (2022) Trust, Media Credibility, Social Ties, and the Intention to Share
Kim et al., (2023) and Lin et al., (2019) Self-connection, Self-efficacy, social connection, Empathy on information sharing
Hou & Kankham, (2022) Trust and status share Facebook icons

The proposed model introduces constructs such as Perceived security (PS), Perceived privacy (PPV), Users’ awareness (AW),
Perceived trust (TR), and Information Sharing (ISH). In addition, several moderators like age, gender, education level, and
internet experience, as well as the social media networks utilized, are integrated into the model. Perceived privacy (PPV),
referring to an individual's ability to govern how their personal information is collected and utilized, is explained in (Gupta &
Dhami, 2015; Magableh et al., 2021; Kumar et al., 2018). Perceived security (PS) pertains to concerns regarding the protection
of personal data with specific objectives, such as maintaining integrity, authentication, and confidentiality (Gupta & Dhami,
2015; Maqableh et al., 2021; Kumar et al., 2018). Perceived trust (TR), a crucial requirement for self-disclosure, lowers
perceived risks associated with disclosing private information (Gupta & Dhami, 2015; Maqableh et al., 2021; Kumar et al.,
2018; Gibson & Trnka, 2020). It is defined in (Koohang et al., 2021) based on integrity, benevolence, and competence, and
in (Kumar et al., 2018) as the willingness of an individual to be vulnerable to another's actions based on the expectation of
positive action. Users’ awareness (AW) is the knowledge of how to use social media sites and the understanding of the im-
portance of protecting personal data (Koohang et al., 2021; Paramarta et al., 2018). Information sharing (ISH) is the act of
disclosing personal data on a social network site (Gupta & Dhami, 2015). The information shared includes name, location
(Ruan et al., 2021), employment, and education, as well as personal photos, videos, ideas, and opinions (Lin & Wang, 2020).
The moderators incorporated in this study are derived from (Abu-Taieh et al., 2022a; Chawla & Joshi, 2020; Kwateng et al.,
2018; Samsudeen et al., 2022), and they demonstrate the influence of age, gender, education level, and internet experience on
information sharing in social media networks.
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3. Theoretical Framework and Hypotheses Development

In the upcoming section, the content breaks down into subsections for easy navigation, this delivers a concise description of
experimental results, their interpretation, and the experimental conclusions to be drawn. Through the analysis of several the-
oretical models, scholars have endeavored to comprehend the issues of security and privacy in the context of social networks.
These models are drawn from social network theory, the Technology Acceptance Model (TAM), and earlier frameworks
(Shin, 2010; Lin & Liu, 2012; Gross & Acquisti, 2005). Consequently, we have designed the model depicted in Fig. 1.

This model encompasses four categories: five independent constructs, mediating constructs, and dependent constructs. These
have been adapted from (Shin, 2010; Lin & Liu, 2012; Gross & Acquisti, 2005) and cover Perceived Security (PS), Perceived
Privacy (PPV), User Awareness (AW), Perceived Trust (TR), and Information Sharing (ISH). Moderating variables in this
model include gender, age, education level, and Internet experience. The model stipulates those three independent variables
(PS, PPV, and AW) are critical in examining the factors that impact users’ perceived trust (TR) and information sharing in
social networks. Additionally, the model's independent factors (PS, PPV, and AW), along with the mediating variable (TR),
are employed to assess the impact of users' information sharing in social media networks.

Stallings (2017) articulated that security pertains to the safeguarding of information and systems from unauthorized access,
damage, or disruption. Trust and security significantly impact user behavior and information disclosure, as stipulated by social
exchange theory (Gupta & Dhami, 2015; Shin, 2010; Ajzen, 1991). Several studies have delved into the correlation between
security and trust and their roles in information sharing. Singh and Gill (2015) explored users' security awareness levels and
found that 50% of participants had secured their accounts by modifying privacy and security settings and refraining from
responding to unfamiliar friend requests or fraudulent accounts. Several factors such as education influence the level of users'
security awareness (Miyazaki & Fernandez, 2001). Furthermore, significant correlations between perceived security and per-
ceived trust and between information sharing and perceived security have been identified (Gupta & Dhami, 2015; Kumar et
al., 2018; Shin, 2010; Miyazaki & Fernandez, 2001; Dhami et al., 2013). Therefore, the following hypotheses were proposed:

Hi: Perceived security positively influences information sharing on social media networks.
Hz: Perceived security positively influences perceived trust in social media networks.

Chai et al. (2009) define information privacy as individuals, groups, or institutions' right to decide when, how, and to what
extent their information is communicated to others. Alshare et al. (2019) indicated that privacy concerns could decrease the
likelihood of individuals using social networks or sharing information. Several studies have found a significant association
between perceived privacy and perceived trust and a positive correlation between perceived privacy and information sharing
(Gupta & Dhami, 2015; Kumar et al., 2018; Shin, 2010; Miyazaki & Fernandez, 2001; Miyazaki & Fernandez, 2001; Dhami
et al., 2013; Alshare et al., 2019a). The subsequent hypotheses were suggested:

Hi: Perceived privacy positively influences perceived trust in social media networks.
Ha: Perceived privacy positively influences information sharing on social media networks.

According to Paramarta et al. (2018), user awareness is defined as "an individual's knowledge or ability in using social media
sites and understanding the importance of protecting personal data when using a social networking site". Increasing awareness
amongst social network users will improve satisfaction and continuance intention, as stated by Maqableh et al. (2021). Hence,
the following hypotheses were proposed:

Hs: Users’ awareness positively influences perceived trust in social media networks.
He: Users’ awareness positively influences information sharing on social media networks.
H7: Perceived trust positively influences information sharing on social media networks.

Several studies have used moderators like age, gender, educational level, and internet experience to explain their work (Abu-
Taieh et al., 2022a; Chawla & Joshi, 2020; Kwateng et al.,2018; Samsudeen et al., 2022). Accordingly, the following hypoth-
eses were developed:

Hs: Age positively influences information sharing on social media networks.

Ho: Internet experience positively influences information sharing on social media networks.
Huio: Gender positively influences information sharing on social media networks.

Hu: Education level positively influences information sharing on social media networks.

Haiz: Social network usage positively influences information sharing on social media networks.

The use of moderators such as age, gender, educational level, and internet experience is not a novel concept and has been
employed in numerous studies (Abu-Taieh et al., 2022a; Chawla & Joshi, 2020; Kwateng et al., 2018; Samsudeen et al., 2022).
For instance, Chawla and Joshi (2020) integrated age and gender as constructs in their model rather than using them as mod-
erators. Abu-Taieh et al. (2022a, 2022b) also utilized similar moderators to explore the effects of social networks on anxiety
and depression. Similarly, other studies, such as the works of Owusu Kwateng et al. (2018) and Samsudeen et al. (2022),
employed these moderators to investigate the acceptance of mobile banking applications.
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4. Survey Design & Methods

In the subsequent sections, an intricate design of the research study and the methodologies adopted therein are discussed. As
illustrated in Fig. 1, the theoretical framework incorporates three independent constructs, an intermediate construct, and a
single dependent construct. These independent constructs encompass PS, PPV, and AW, while the intermediate construct
consists of perceived trust (TR). Information sharing (ISH) is delineated as the dependent construct. Age, gender, educational
attainment, social network (SN), and Internet experience serve as the moderating variables in this model. The scarcity of
previous research in this domain inspired the creation of this model, visually represented in Figure 1, leading to the subsequent
development of the hypotheses. The study involved crafting a comprehensive questionnaire, subsequently scrutinized and
validated. Data was amassed from a convenience sample. The forthcoming segments - research context, measurement items,
participant demographic and procedure, and measurement instruments - elaborate on the nuances of the research design and
methodologies. Each segment is crafted with meticulous attention to detail, providing an exhaustive understanding of the
empirical study. This is expressed in an engaging academic tone to balance scholarly rigor and reader-friendly communication.

4.1 Research Context

A plethora of studies have been undertaken to scrutinize the nexus between security, privacy, user awareness, trust, and in-
formation sharing within the realm of social networks. This extensive body of research, encompassing more than 40 distinct
investigations as displayed in Table 1, has explored these intricate relationships. However, no such inquiry has been carried
out within the context of the Arab-speaking world. The question thus emerges: Do security, privacy, awareness, and trust
indeed exert influence on information sharing in social networks? This compelling inquiry forms the foundation for the current
study, setting the stage for the subsequent research procedure.

4.2 Measurement Items

In this study, a questionnaire was made to look at the suggested research model. The survey questions were made based on
research that had already been done in the area. The model has nine factors, including ones that are independent, dependent,
mediating, and moderating. Certain factors were used to judge each variable. There were five groups for each age, two groups
for each gender, five groups for each level of education, and three groups for Internet knowledge. Five items from references
(Alshare et al., 2019b; Hartono et al., 2014; Flavian & Guinaliu, 2006) were used to evaluate the PS (perceived security)
construct. In the same way, five items from reference (Flavian & Guinaliu, 2006) were used to measure the PPV (perceived
privacy breach) construct. Three questions from reference (Koohang et al., 2021) were used to measure AW (awareness). Five
items from reference (Majerczak & Strzelecki, 2022) were used to measure trust (TR), and six items from reference (Lin &
Wang, 2020) were used to measure information-sharing behavior (ISH). Alshare et al. (2019b), Hartono et al. (2014), and
Flavian and Guinaliu (2006) helped choose the items used to measure PS. Flavian and Guinalu's (2006) work gave us the
things we used to measure PPV. Research by Koohang, Floyd-Equivalent, Yerby, and Paliszkiewicz (2021) was used to make
the things used to measure AW. Majerczak and Strzelecki (2022) did a study that was used to figure out how to measure TR.
Lin and Wang (2020) did a study that was used to figure out how to measure ISH.

4.3 Participants and Procedure

Using Google Docs, an online poll questionnaire was made in both Arabic and English, with a five-point Likert scale that
went from “strongly disagree” to “strongly agree”. A group of 12 academicians underwent a thorough review process with
the form. Valuable feedback was gathered, and the form was improved by making the changes that were needed. After that,
35 Jordanian social network users took part in a pilot test to see if the questions were easy to understand. Based on the results
of the pilot test, the poll instrument was changed again to make it better.

Internet
\_ Experience /

Age

Perceived
Security

Perceived Information
Trust sharing

Perceived
Privacv

User

Awareness e \ . O\ [/ .
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[ Gender 1 )

Fig. 1. Proposed research model
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To make sure the survey link reached as many people as possible, it was sent out via email, school groups, researchers, and
social media sites like Facebook, LinkedIn, Instagram, and WhatsApp groups that were made just for Jordanians. The study
used a method called “convenience sampling”, in which people volunteered to take the poll without getting anything in return.
The data from Morgan's table helped me figure out the right sample size. It showed that 384 respondents were needed to get
the best statistical sample size for this study (Hair et al., 2010). The poll was done from December 15, 2022, to March 22,
2023. After taking out answers that were too short or did not make sense, the study could still include 837 users of social
networking applications (SN applications). Table 2 shows that the same number of Males and females were among the people
who answered the survey. Also, most of the people who took part were between 28 and 38 years old, had a diploma or
bachelor's degree, had good to excellent internet experience, and mostly used Snapchat and Facebook as their favorite social
media sites.

4.4 Measurement instruments

For measuring constructs, items have been adopted from previously validated instruments, subject to minimal alterations in
wording for a better fit. The application of a five-point Likert scale, wherein "strongly disagree" corresponds to 1 and "strongly
agree" corresponds to 5, has been judiciously incorporated. The careful adaptation and application of these methods underpin
the originality and depth of this study.

Table 2
Respondents’ demography
Female Male Total
Age category From 18 to less than 28 114 48% 126 53% 240 29%
From 28 to less than 38 152 57% 115 43% 267 32%
From 38 to less than 48 92 67% 45 33% 137 16%
From 48 to less than 58 108 72% 41 28% 149 18%
more than 58 25 57% 19 43% 44 5%
Education level HS and less than HS 112 47% 125 53% 237 28%
Diploma 117 54% 101 46% 218 26%
BSC 123 63% 72 37% 195 23%
Master 118 72% 45 28% 163 19%
PhD 21 88% 3 13% 24 3%
Internet experience Low 272 95% 14 5% 286 34%
Good 139 48% 150 52% 289 35%
Excellent 80 31% 182 69% 262 31%
Social network Instagram 53 47% 59 53% 112 13%
TikTok 15 56% 12 44% 27 3%
Facebook 99 43% 132 57% 231 28%
Snapchat 200 97% 7 3% 207 25%
LinkedIn 14 18% 64 82% 78 9%
WhatsApp 44 48% 48 52% 92 11%
twitter 63 85% 11 15% 74 9%
Others 3 19% 13 81% 16 2%
Total 491 59% 346 41% 837 100%

5. Data Analysis and Results

5.1 Descriptive Analysis

To characterize the responses and thus the attitudes of respondents toward each survey question, calculations of both the mean
and standard deviation were carried out. The mean serves as a representation of the central tendency of the data, while the
standard deviation measures its dispersion and offers an index of the data’s range or variability (Pallant, 2020; Sekaran &
Bougie, 2016). A small standard deviation signifies that values are densely clustered around the mean, whereas a large stand-
ard deviation suggests a wider spread. The level of each item is determined as per the following specifications, furthering the
authenticity and detailed exploration of this stud. The level of each item was determined by the following:

highest point in Likert scale — lowest point in Likert scale 5—1
Level = = = 0.80, (1)
the number of the levels used 5

Hence, producing the following lookup Table 3 of values.

Table 3
Level lookup table of values and ranges
Range Level Range Level
1-1.80 very low 3.41-4.20 High
1.81-2.60 Low 4.21-5 very high

2.61-3.40 moderate
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Displayed in Table 4, the constructs feature the mean, standard deviation (SD), level, and order. Each construct earns a rank
of “High” to “Very High”, according to Table 2 based on the work of (Pallant, 2020; Sekaran & Bougie, 2016). While the
construct AW ranked as the first among all. Mediating constructs are ranked “high” as well as the dependent construct, ISH.

Table 4
Overall mean and standard deviation of the study’s variables.
Type of variable Variable Mean Std. Deviation Level Order
Independent PS 3.65 0.96 High 5
PPV 3.78 1.01 High 4
AW 442 0.76 Very High 1
Mediating TR 3.90 1.15 High 3
Dependent ISH 3.98 0.89 High 2

In Table 5, one finds the mean, standard deviation, level, and order of the constructs in correlation with the items and the
addition of Cronbach Alpha for each construct. This Alpha operates as a gauge of reliability and consistency in multiple-
question Likert scale surveys. A range above 0.7 is desirable, anything below this threshold raises concern. Table 4 reveals
satisfactory reliability with all constructs boasting a Cronbach Alpha exceeding 0.70.

Table 5
Mean and standard deviation of the study’s variables ITEMS.
Items Mean Std. level order Cronbach internal con-
Deviation alpha sistency
Statistic Std. Er- Statistic

ror

Perceived Security (PS)

PS1 3.68 0.037 1.058 High 3 0.933 Excellent
PS2 3.73 0.032 0.925 High 2

PS3 3.50 0.040 1.148 High 4

PS4 3.87 0.041 1.182 High 1

PS5 3.48 0.038 1.103 High 5

Perceived Privacy (PPV)
PPV1 3.99 0.041 1.180 High 1 0.896 Good
PPV2 3.73 0.035 1.008 High 3
PPV3 3.69 0.044 1.264 High 4
PPV4 3.67 0.038 1.109 High 5
PPV5 3.80 0.048 1.391 High 2
Awareness (AW)
AWI1 4.36 0.027 0.787 Very High 3 0.912 Excellent
AW2 443 0.029 0.847 Very High 2
AW3 445 0.029 0.838 Very High 1
Trust (TR)

TR1 3.80 0.039 1.141 High 5 0.971 Excellent
TR2 3.94 0.043 1.242 High 1

TR3 3.90 0.043 1.245 High 4

TR4 3.93 0.041 1.196 High 2

TR5 3.91 0.043 1.258 High 3

Information Sharing (ISH)

ISH1 431 0.029 0.839 Very High 1 0.912 Excellent
ISH2 3.77 0.031 0.889 High 5

ISH3 3.97 0.042 1.217 High 4

ISH4 4.12 0.036 1.053 High 2

ISH5 3.99 0.038 1.090 High 3

ISH6 3.70 0.044 1.282 High 6

5.2 Structural Model Assessment and Analysis

Table 6 reflects the coefficients where two hypotheses, specifically H1 and H4, lack support due to a p-Value > 0.05. In
contrast, this table confirms support for H2, H3, H5, H6, and H7 from the study's findings.

Table 6
Summary of the results for the research theoretical model
Research Proposed Paths Std Regression Regression weights
weights
Estimate Estimate S.E. C.R. P Label
H1: PS> ISH .063 .058 .043 1.345 179 Not Supported
H2: PS> TR 369 440 .030 14.448 HEE Supported
H3: PP-> TR .549 .628 .031 20.132 — Supported
H4: PPV ISH -.026 -.023 .048 -.483 629 Not Supported
H5: AW-> TR .081 123 .023 5.439 WA Supported
H6: AW-> ISH 219 254 .029 8.763 HrE Supported
H7: TR> ISH .630 485 .044 11.117 R Supported

***significantly different from zero at the 0.001 level
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R-squared serves as an indicator of the variance proportion elucidated by the regression model. This study strongly recom-
mends an R-square greater than 0.7 with independent variables (PS, PPV, AW) and the dependent variable TR. Adjusted R-
square offers a comparative analysis of the explanatory power of regression models with varying numbers of predictors. While
analyzing regression linear analysis the following was found summarized in the following table.

Table 7
Summary of the results for the research theoretical model of R-squared
Predictors dependent R R2 Adjusted R2 Std. The error in Sig.
the Estimate
AW, PS, PPV ISH 758a 0.575 0.573 0.57852 <001
AW, PS, PPV TR .929a 0.862 0.862 0.42830 <001
TR ISH T7la 0.595 0.594 0.56399 <001
AW, PS, PPV, TR ISH .793a 0.630 0.628 0.54030 <001
PS ISH .677a 0.458 0.457 0.65241 <001
PPV ISH NARE] 0.505 0.505 0.62316 <001
AW ISH .547a 0.299 0.298 0.74200 <001
5.3 Moderating effects

The study investigated the significance of the gender of respondents, and its effects on ISH and found that there is a significant
difference between males and females in information sharing (ISH). Female ISH is more than male ISH As per the group
statistic tables 8,9 and 10. Hence the results suggested that females are more in favor of information sharing than males.

Table 8
Group statistics of responders’ gender. With ISH
Gender N Mean Std. Deviation Std. Error of Mean Grouped Median
Male 346 3.6624 .83869 .04509 3.7630
Female 491 4.1839 .85443 .03856 4.7116
Total 837 3.9683 .88555 .03061 4.1304
Table 9

Independent sample test, Levene’s Test and t-test for responders’ gender and ISH
Levene’s Test for
Equality of Vari- t-test for Equality of Means
ances

95% Confidence Interval of

Significance the Difference

. Mean Std. Error
F Sig. t df One- Two- Difference Difference L U
Sidedp  Sided p ower pper
Bl veiiiges 0.398 0.528 -8.762 835 0 0 -0.52148 0.05952 -0.63831 -0.40466
assumed
Equal variances -8.79 751.258 0 0 -0.52148 0.05933 -0.63795 -0.40501

not assumed

As for other moderators age, educational level, and internet experience. Table 10 reflects the Means, Std Deviation, Std. Error
Mean and Grouped Mean. The table shows that the mean of low internet experience is the highest, while educational levels
Master and Ph.D. have the highest means, and age groups are all above mean 4.0 except the first age group which is the
younger generation.

Table 10
Moderators Means, Std Deviation, Std. Error Mean and Grouped Mean
Mean N Std. Deviation Std. Error of Mean Grouped Median
Internet Expe- Low 4.5895 286 0.63287 0.03742 4.7214
rience Good 3.6291 289 0.77633 0.04567 3.8523
Excellent 3.6645 262 0.87551 0.05409 3.7474
Total 3.9683 837 0.88555 0.03061 4.1304
Educational High school and less. 3.7629 237 0.86576 0.05624 3.8945
Level Diploma 3.7289 218 0.85386 0.05783 3.8915
Bachelor 3.8431 195 0.92010 0.06589 3.9083
Master 4.6620 163 0.41799 0.03274 4.7642
Ph.D. 4.4792 24 0.87724 0.17907 4.5136
Total 3.9683 837 0.88555 0.03061 4.1304
Age 18 to less than 28. 3.5758 240 0.78474 0.05065 3.6667
28 to less than 38 years old. 4.1659 267 0.81716 0.05001 4.5680
38 to less than 48 years old. 4.0555 137 0.95878 0.08191 4.5171
48 to less than 58 years old. 4.1315 149 0.85851 0.07033 4.3000
58 and over. 4.0864 44 1.00778 0.15193 4.4800

Total 3.9683 837 0.88555 0.03061 4.1304
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The outcomes of the ANOVA test, presented in Table 11, indicate the following: there is a significant difference in the re-
spondents’ ISH, supportive of the respondent’s age, internet experience, education, and use of SN.

Table 11
ANOVA analysis of respondents’ ISH attributed to respondents’ age, internet experience, education, and gender, and used
SN

Sum of Mean
Squares df Square F Sig.
ISH * SN Between Groups (Combined) 275.186 7 39.312 85.671 0.000
Within Groups 380.405 829 0.459
Total 655.591 836
ISH * INTERNET EXPERIENCE Between Groups (Combined) 167.807 2 83.903 143.456 0.000
Within Groups 487.784 834 0.585
Total 655.591 836
ISH * Age Between Groups (Combined) 53.019 4 13.255 18.302 0.000
Within Groups 602.572 832 0.724
Total 655.591 836
ISH * Education Between Groups (Combined) 110.248 4 27.562 42.050 0.000
Within Groups 545.343 832 0.655
Total 655.591 836
ISH * GENDER Between Groups (Combined) 55.197 1 55.197 76.765 0.000
Within Groups 600.394 835 0.719
Total 655.591 836

Tables 12 and 13 reflect Multiple comparisons analysis of the respondents' age, educational level, internet experience as well
as types of SN on the ISH. Hence, there is a significant difference between respondents with low internet experience and good
and excellent internet experience regarding ISH in favor of low experience as shown in Table 12. While there is no significant
difference between respondents with good and excellent internet experience regarding ISH. There is a significant difference
between respondents in the age group 18-28 and the other age groups regarding ISH. While there is no significant difference
between the other age groups regarding ISH. There is a significant difference between respondents with education levels of
master's and Ph.D. groups and the other age groups regarding ISH. While there is no significant difference between the other
education level groups regarding ISH. Based on what is reflected in Tables 10, 11, and 12 one may conclude that the dependent
factor information sharing in social media networks was impacted significantly by age, gender educational level, and internet
experience. As such there was a significant difference among age groups in favor of all except the first age group.

Table 12
Multiple comparisons analysis of the ISH attributed to respondents’ age, education, and internet experience using Tukey HSD

95% Confidence Interval

Mean
Difference
(I) IntExp I-J) Std. Error Sig. Lower Bound Upper Bound
Internet Experience Low Good .96044* 0.06379 0.000 0.8107 1.1102
Excellent .92501* 0.06540 0.000 0.7715 1.0786
Good Excellent -0.03544 0.06524 0.850 -0.1886 0.1177
Age 18-28 28-38 -.59008* 0.07570 0.000 -0.7970 -0.3831
38-48 -47964* 0.09113 0.000 -0.7288 -0.2305
48-58 -.55571* 0.08876 0.000 -0.7984 -0.3131
Greater than 58 -.51053* 0.13956 0.003 -0.8921 -0.1290
28-38 38-48 0.11044 0.08944 0.731 -0.1341 0.3549
48-58 0.03437 0.08702 0.995 -0.2035 0.2723
Greater than 58 0.07955 0.13847 0.979 -0.2990 0.4581
38-48 48-58 -0.07607 0.10073 0.943 -0.3515 0.1993
Greater Than 58 -0.03089 0.14747 1.000 -0.4340 0.3723
48-58 Greater Than 58 0.04518 0.14602 0.998 -0.3540 0.4444
Education less than HS Diploma 0.03397 0.07598 0.992 -0.1737 0.2417
BSC -0.08021 0.07828 0.844 -0.2942 0.1338
Master -.89909* 0.08238 0.000 -1.1243 -0.6739
PhD -.71630* 0.17343 0.000 -1.1904 -0.2422
Diploma BSC -0.11418 0.07980 0.608 -0.3323 0.1040
Master -.93306* 0.08383 0.000 -1.1622 -0.7039
PhD -75027* 0.17412 0.000 -1.2263 -0.2743
BSC Master -.81889* 0.08592 0.000 -1.0538 -0.5840
PhD -.63609* 0.17513 0.003 -1.1149 -0.1573
Master PhD 0.18280 0.17701 0.840 -0.3011 0.6667

*. The mean difference is significant at the 0.05 level.

Also, there was a significant difference between gender groups in favor of females rather than males. In addition, there was a
significant difference among educational levels in favor of Masters and Ph.D. levels. Additionally, there was a significant
difference among internet experience groups in favor of low internet experience. Further, Table 13 shows that there is a
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significant difference between respondents using Instagram with respondents using Facebook, Snapchat, LinkedIn, and Twit-
ter regarding ISH. While there is no significant difference between respondents using Instagram with respondents using
TikTok and WhatsApp regarding ISH. There is a significant difference between respondents using TikTok with respondents
using Snapchat, LinkedIn, and Twitter regarding ISH. While there is no significant difference between respondents using
TikTok with respondents using WhatsApp regarding ISH. There is a significant difference between respondents using Face-
book with respondents using Snapchat, LinkedIn, and Twitter regarding ISH. While there is no significant difference between
respondents using Facebook with respondents using WhatsApp regarding ISH. There is a significant difference between re-
spondents using Snapchat with respondents using WhatsApp and LinkedIn regarding ISH. While there is not a significant
difference between respondents using Snapchat with respondents using Twitter regarding ISH. There is a significant differ-
ence between respondents using WhatsApp with respondents using LinkedIn and Twitter regarding ISH.

Table 13
Multiple comparisons analysis of the ISH attributed to respondents’ SN using Tukey HSD.

95% Confidence Interval

(I SN Mean Difference (I-J) Std. Error Sig. Lower Bound Upper Bound
Instagram TikTok 0.33142 0.14523 0.305 -0.1099 0.7727
Facebook .28057* 0.07800 0.008 0.0436 0.5176
Snapchat -1.04411* 0.07946 0.000 -1.2856 -0.8027
WhatsApp 0.14092 0.09531 0.819 -0.1487 0.4305
LinkedIn -.57129* 0.09990 0.000 -0.8749 -0.2677
Others 77054%* 0.18104 0.001 0.2204 1.3207
twitter -.83065* 0.10148 0.000 -1.1390 -0.5223
TikTok Facebook -0.05084 0.13777 1.000 -0.4695 0.3678
Snapchat -1.37552% 0.13861 0.000 -1.7967 -0.9543
WhatsApp -0.19050 0.14827 0.904 -0.6410 0.2600
LinkedIn -.90271* 0.15126 0.000 -1.3623 -0.4431
Others 0.43912 0.21372 0.446 -0.2103 1.0885
twitter -1.16206* 0.15230 0.000 -1.6249 -0.6993
Facebook Snapchat -1.32468* 0.06483 0.000 -1.5217 -1.1277
WhatsApp -0.13966 0.08351 0.705 -0.3934 0.1141
LinkedIn -.85186* 0.08871 0.000 -1.1214 -0.5823
Others 0.48996 0.17512 0.097 -0.0422 1.0221
twitter -1.11122* 0.09048 0.000 -1.3862 -0.8363
Snapchat WhatsApp 1.18502* 0.08488 0.000 0.9271 1.4429
LinkedIn A47282* 0.09000 0.000 0.1993 0.7463
Others 1.81464* 0.17577 0.000 1.2805 2.3488
twitter 0.21346 0.09175 0.280 -0.0653 0.4923
WhatsApp LinkedIn -71221* 0.10426 0.000 -1.0290 -0.3954
Others .62962* 0.18349 0.015 0.0721 1.1872
twitter -.97156* 0.10578 0.000 -1.2930 -0.6501
LinkedIn Others 1.34183* 0.18591 0.000 0.7769 1.9067
twitter -0.25936 0.10993 0.263 -0.5934 0.0747
Others Twitter -1.60118* 0.18676 0.000 -2.1687 -1.0337

* The mean difference is significant at the 0.05 level.

5.4 Machine Learning Techniques Validation and Prediction

The utilization of modern technologies, such as machine learning, has become prevalent across various applications (Abu-
Taieh et al., 2022b; Abu-Taich et al., 2022¢; AlHadid et al., 2022; Masa’deh et al., 2022; Alkhawaldeh et al., 2022; Alkha-
waldeh , 2021; Alkhawaldeh , 2019; Abualkishik, 2023; Rawajbeh et al., 2010; Al Rawajbeh et al., 2016; Khan et al., 2023).
This research focuses on exploring five classification techniques within machine learning (ML) that transform input data from
a dataset into the desired output pattern (Witten et al., 2016). Specifically, the study employs a dataset to investigate the
influence of perceived security, perceived privacy, and user awareness on information sharing in social media networks,
incorporating five machine learning models: Artificial Neural Network (ANN) (Da Silva et al., 2017), Linear Regression (Yao
& Li, 2014), Sequential Minimal Optimization algorithm for Support Vector Machine (SMO) (Platt, 1998), Bagging using
the REFTree model (Breiman, 1996), and Random Forest (Tasin & Habib, 2022), for development and evaluation purposes.

The ANN model employs the back-propagation method to calculate the errors between predicted and actual output values,
aiming to minimize these errors by adjusting the weights and bias parameters. Linear Regression establishes a dependent
output based on target labels, representing a polynomial function with weighted coefficients for independent variables. The
model's coefficients are updated during the training phase using the training dataset. The SMO method utilizes the Sequential
Minimal Optimization algorithm to update the weighted vectors of the Support Vector Machine (SVM) model. By iteratively
identifying minimal values in a sequence, the SMO algorithm achieves optimal values for the SVM model. The bagging
technique involves creating multiple REFTree models by randomly sampling instances and features from the training set. The
final prediction is made by averaging the values obtained from these trees. Random Forest is a collection of interconnected
decision tree (DT) models. Each sub-tree model is constructed using random attribute subsets and a random sample of training
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data instances. The model's final output is determined by averaging the predictions from the individual DT trees. These ma-
chine learning models, integrated into the dataset application, serve various purposes, including predicting hidden patterns
and analyzing user behavior concerning perceived security, perceived privacy, and user awareness in information sharing on
social media networks. To evaluate the effectiveness of the models in predicting target values, the study employs the 10-fold
cross-validation technique. This technique involves dividing the dataset into 10 parts, sequentially using one part as the testing
set while the remaining nine parts serve as the training set. The classifier model's performance is assessed in each iteration,
and the overall average performance indicates its effectiveness. This methodology ensures the utilization of the entire dataset
for both training and testing, reducing the risk of overfitting. If the model accurately classifies all the training data but struggles
with the test sets, it suggests the presence of a problem.

5.4.1 ML Results and Discussion

This research focuses on the act of sharing information on social networks, with an emphasis on examining factors such as
trust, user awareness, security, and privacy that impact individuals' decisions to share information. To analyze the relationship
between these factors and the associated challenges, intelligent ML techniques are employed to extract meaningful infor-
mation from datasets. To evaluate the performance of ML models, two datasets are utilized.

The R? for each ML using two Datasets s The MSE for each ML using two Datasets
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Fig. 2. The results of using ML techniques on YouTube dataset (a) R2; (b) MSE.

The first dataset belongs to Model 1, where the dependent outcome is PT, and the independent inputs consist of three param-
eters: PS, PP, and UA. The second dataset pertains to Model 2, which investigates the influence of four inputs (PS, PP, AU,
and PT) on the dependent variable IS. The experimental findings are presented in Figure (2), where the evaluation metrics of
R2 and Mean Square Error (MSE) are utilized. The x-axis represents the different models used, while the y-axis represents
the values of R2 and MSE. R2 provides insight into the expected influence of the independent variables on the dependent
variable (target), while MSE calculates the average difference between the predicted and actual output values of a model.
Among the two database models, the Bagging REFTree and random forest models demonstrate satisfactory outcomes, achiev-
ing R2 values of 89.2% and 8.1% respectively. The remaining machine learning techniques also yield consistent results, with
R2 values exceeding 85%. However, the results indicate a weaker relationship between the factors in Model 2 and the target
factor IS, with R2 values ranging from 52.7% to 66.5% for the employed ML techniques. The corresponding MSE values fall
between 0.26 and 0.39. To summarize, the research findings indicate that security, privacy, and user awareness have signifi-
cant impacts on the intermediary factor of trust. Moreover, both trust as an intermediary factor and user awareness as an
independent factor demonstrate a reasonable level of influence on information sharing in social media networks.

6. Findings and discussion

In contrast to the research hypothesis that suggests a positive relationship between perceived privacy and information sharing
(H1), this study did not find support for that hypothesis. However, previous studies (references (Gupta & Dhami, 2015; Dhami
et al., 2013; Flavian & Guinaliu, 2006) have supported this hypothesis. On the other hand, the study did find support for H2,
which suggests a positive relationship between perceived privacy and perceived trust. This finding aligns with previous studies
(Magableh et al., 2021; Gupta & Dhami, 2015; Chawla & Joshi, 2020; Dhami et al., 2013) and contradicts the findings of a
different research study (Carlos Roca et al., 2009). Similarly, H3, which proposes a positive relationship between perceived
privacy and perceived trust, was supported by this research and is consistent with the findings of (Paramarta et al., 2018; Lin
& Wang, 2020; Lin et al., 2019), but contradicts the findings of (Gupta & Dhami, 2015; Dhami et al., 2013).

Regarding H4, which suggests a positive relationship between perceived privacy and information sharing, this research did
not find support for this hypothesis, like the findings of (Gupta & Dhami, 2015; Dhami et al., 2013). However, this contradicts
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the findings of (Paramarta et al., 2018; Lin & Wang, 2020; Lin et al., 2019). While H4 was not supported in this research, it
aligns with the studies (Maqableh et al., 2021; Miyazaki & Fernandez, 2001) and contradicts (Gupta & Dhami, 2015; Para-
marta et al., 2018; Dhami et al., 2013). Hence, the influence of both perceived security (PS) and perceived privacy (PPV) on
information sharing (ISH) was not supported.

The fifth hypothesis, H5, which examines the relationship between users' awareness and perceived trust, was supported in this
research and is consistent with previous studies (Gupta & Dhami, 2015; Paramarta et al., 2018; Dhami et al., 2013), but
opposed by (Carlos Roca et al., 2009). H6, which states that users' awareness has a positive relationship with information
sharing on social media networks, was also supported in this research, in agreement with the findings of (Paramarta et al.,
2018).

The seventh hypothesis, H7, proposes a positive relationship between perceived trust and information sharing on social media
networks. This hypothesis was supported in this research, aligning with the findings of (Gupta & Dhami, 2015; Paramarta et
al., 2018; Dhami et al., 2013; Alkhawaldeh et al., 2022; Alkhawaldeh , 2021), but opposing the finding of (Kumar et al.,
2018).

This critical analysis of the research findings reveals mixed support for the hypotheses. The relationship between perceived
privacy and information sharing showed inconsistent results, with some studies supporting the hypothesis while others did
not. However, perceived privacy was consistently found to have a positive relationship with perceived trust. Users' awareness
was also found to positively influence both perceived trust and information sharing on social media networks. Finally, per-
ceived trust was consistently found to have a positive relationship with information sharing. These findings provide valuable
insights into the factors influencing information sharing on social media networks and highlight the importance of privacy,
trust, and awareness in shaping users' behaviors.

6.1 Practical Implications

This research delves into the central inquiry of information sharing on social networks, aiming to investigate and shed light
on the underlying factors at play. Trust, user knowledge, security, and privacy are identified as crucial elements that influence
individuals' inclination to share information. By conducting a comprehensive study of these aspects and gaining a deeper
understanding of them, researchers, social network developers, marketers, and academicians can glean valuable insights into
the behaviors and preferences of social networking site users. Privacy concerns are pervasive, prompting the attention of
politicians in the United States and Europe, as exemplified by interviews conducted with key stakeholders from major online
platforms such as Facebook, Twitter, and TikTok. The political and economic ramifications of privacy issues for both users
and governments underscore the significance of this research topic. Moreover, it is imperative to grasp the diverse cultural
norms and expectations surrounding privacy matters, emphasizing the need for a nuanced understanding of privacy-related
concerns across different societies. Security considerations about social networks hold significant importance for both citizens
and governments, particularly regarding security threats such as espionage. The control and utilization of individuals' data
raise concerns about who has access to such data and how it is utilized by various parties. Consequently, governments express
legitimate apprehensions about data access and usage, necessitating the establishment of effective safeguards. Trust emerges
as a critical factor influencing users' willingness to disclose personally identifiable information in public settings. As individ-
uals place varying levels of trust in different social networks, it becomes essential to investigate the underlying reasons for
these trust disparities. Therefore, understanding the determinants of user trust in specific networks assumes utmost signifi-
cance. Considering these findings, social media networks should prioritize the development of transparent and easily compre-
hensible privacy policy statements. This approach is crucial for safeguarding and advocating for user interests, while concur-
rently implementing measures to protect and guide inexperienced users. By critically examining the interplay between trust,
user knowledge, security, and privacy in social networks, this research provides valuable insights for stakeholders involved
in the development, regulation, and utilization of these platforms.

6.2 Theoretical Implications

This research makes a valuable contribution to the existing literature by addressing the four critical factors—security, privacy,
user awareness, and trust—that shape information sharing on social media networks. It fills a gap in the current research
landscape, as no previous studies have comprehensively examined all four factors in conjunction. The findings of this research
have implications for researchers, users, developers, and academicians, serving as a foundational piece of knowledge in this
domain. It is important to note that this research specifically focused on Arabic-speaking countries, recognizing the potential
cultural variations that may impact the results. This cultural context adds depth and nuance to our understanding of how these
factors operate within specific cultural settings and highlights the need for future investigations to consider such cultural
differences in their analyses. One significant outcome of this research is the potential application of the findings for developers
as part of their social responsibility when designing or improving social networks. Trust emerges as a multifaceted and evolv-
ing process, influenced by the presence of robust security and privacy features, as well as users' awareness. Recognizing the
importance of these factors, developers and researchers should incorporate them into their design strategies, fostering greater
trust among users and encouraging them to engage in information sharing. The study highlights the multifaceted nature of
security, privacy, and users' awareness, which can be influenced by various factors such as social network procedures, policies,
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practice changes, user experiences, and emerging technologies. Users' trust in social networks is contingent upon their
knowledge and awareness of potential security and privacy threats. Greater awareness of the security and privacy features
offered by social networks positively impacts users' trust, whereas a lack of awareness can have a detrimental effect on trust
levels. Additionally, users' ability to manage how their information is shared and their profiles' protection significantly influ-
ences their trust in social networks.

These findings hold practical implications, particularly in terms of educating individuals about the importance of security and
privacy features. The study underscores the need to enhance users' awareness regarding the means to protect their data and
information within the social network environment. By raising awareness about different online activities on social networks
and their implications for trust and the sharing of private information, individuals can make more informed decisions and
actively contribute to protecting their data. Consequently, these research findings have the potential to empower users, im-
prove their understanding of security and privacy measures, and foster a safer online environment.

This research presents a comprehensive examination of the factors shaping information sharing on social media networks. It
expands our knowledge base, specifically in the context of Arabic-speaking countries, and provides insights that can inform
future research and development endeavors. The study emphasizes the importance of trust as a dynamic process influenced
by security and privacy features, as well as users' awareness, and advocates for the integration of these factors into the design
and implementation of social networks.

6.3 Limitations and Future Research

This research encountered several challenges during its execution. One notable challenge was the reluctance of respondents
to engage in discussions and respond to questionnaires, despite the assurance of anonymity. This hesitancy can be attributed
to the sensitivity of the topics explored, including privacy, security, trust, user awareness, and information sharing. These
themes elicit apprehension among respondents, leading to potential difficulties in data collection and analysis. Moreover, it is
recommended that future research delve deeper into the gender issue, as the findings indicated that female respondents exhib-
ited a higher willingness to share information on social networks (SN) compared to their male counterparts. Therefore, it is
crucial to conduct further investigations to understand the significant difference in information sharing (ISH) between genders
and to explore the underlying factors driving this discrepancy. Additionally, the study identified the significance of age and
education about information sharing on social networks. The age group of 18-28 years old displayed notable differences
compared to other categories, emphasizing the need for further exploration. Furthermore, there were significant variations
observed in educational levels, particularly among individuals with master’s and Ph.D. degrees in comparison to other cate-
gories. Consequently, future research should investigate the underlying factors contributing to these differences and their
implications for information-sharing behavior. Moreover, social network users originate from diverse nations, each with its
own unique cultures, perspectives, and opinions on privacy and trust issues. These varying factors may significantly influence
how individuals utilize social network services. Therefore, it is imperative to conduct further investigations that consider the
cross-cultural aspects and their impact on users' engagement in online activities. Exploring additional factors such as reliabil-
ity, credibility, and safety can also provide valuable insights into the factors influencing trust in social networks and users'
online behaviors.

7. Conclusions

This study was conducted with the primary objective of comprehensively investigating the factors that influence the dissem-
ination of information within social media networks. The research specifically focused on four key aspects: trust, user
knowledge, security concerns, and privacy issues. Trust emerged as a crucial mediator in the relationship between these factors
and the dependent variable of information exchange. The findings of the study shed light on the significant impact that security
concerns, user knowledge, and privacy issues have on the mediating role of trust. Additionally, the study revealed that infor-
mation sharing on social media networks is not solely influenced by user knowledge, but also by the mediating factor of trust
between users. Furthermore, the study uncovered noteworthy associations between information sharing and various demo-
graphic variables, including age, gender, educational level, and internet experience. Notably, distinct differences in infor-
mation-sharing patterns were observed across different age groups, with the first age group displaying significantly lower
levels of engagement compared to the other groups. Moreover, a notable gender disparity emerged, with females exhibiting a
higher inclination for information sharing in comparison to males, a trend supported by empirical evidence. Additionally,
variations were identified among participants with different educational backgrounds, as individuals with master's degrees or
higher demonstrated a clear advantage in terms of their propensity for information sharing. Furthermore, disparities were
observed among groups with different levels of internet experience, where individuals with limited experience demonstrated
a higher propensity for information sharing compared to those with greater internet proficiency.

These findings contribute to our understanding of the complex dynamics surrounding information sharing in social media
networks. The study highlights the multifaceted nature of trust and its crucial role as a mediating factor. Moreover, the iden-
tification of demographic variables that influence information-sharing behavior provides valuable insights for researchers and
practitioners seeking to understand user engagement within social media platforms. By recognizing the disparities and nuances
in information-sharing patterns among different demographic groups, targeted strategies, and interventions can be developed
to enhance user experiences and optimize information dissemination within social media networks.
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